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What’s 
changed 
in four 
years?
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ON THE THREAT SIDE
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2020

• Remote access and unsecured end points
• Zero trust
• EU GDPR and CCPA
• Phishing 
• Disinformation/misinformation
• Ransomware 
• Third-party risks 
• Facebook & Twitter
• SolarWinds
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2024

• Hybrid environments
• Zero trust
• FTC and SEC
• Phishing 
• Disinformation/misinformation 
• Ransomware
• Third-party risks
• TikTok & X
• Change UnitedHealthcare
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THE RISE OF AI
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AI 
• Deep fakes
• Data poisoning
• Misinformation/disinformation
• ‘Hallucinations’
• Improve phishing campaigns
• Frauds and scams
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NOT WHAT YOU THINK
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IT CAN HAPPEN TO ANYONE
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EVEN ME
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---------- Forwarded message ---------- 
From: Rose Bacinski 
 
A few pictures - I hope you remember them; or at least some of them http://www.ebvjn.xececfne.com/ 
 
 
 
“Keep love in your heart. A life without it is like a sunless garden when the flowers are dead.” -O scar 
Wilde 
_____________________________________________________________  
Avviso di riservatezza Questo messaggio e-mail è ad uso esclusivo di colui al quale è indirizzato e 
potrebbe contenere informazioni riservate. Se avete ricevuto questa comunicazione per errore, ci 
scusiamo per l'accaduto e Vi invitiamo cortesemente a darcene notizia scrivendo all’indirizzo del mittente 
ed a distruggere il messaggio ricevuto. Vi ricordiamo che la diffusione, l'utilizzo e/o la conservazione dei 
dati ricevuti per errore costituiscono violazioni alle disposizioni del Regolamento UE 2016/679 in materia 
di tutela dei dati personali. Mail confidentiality footer This message may contain confidential information 
and must not be copied, disclosed or used by anybody other than the intended recipient. If you have 
received this message in error, please notify us writing to the sender and delete the message and any 
copies of it in compliance with Regulation UE 2016/679. Thank you for your assistance. 
 

http://www.ebvjn.xececfne.com/
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On Tuesday, April 02, 2024 10:30 AM, Mary wrote: 
yes I do hope you may still remember at least a couple of them - I probably should have 
forwarded them a bit earlier - I mean these four photographs here: http://
www.vsvug.gwictvb.com/  
 
 
 
“Logic will get you from A to B. Imagination will take you everywhere.” – Albert Einstein

http://www.vsvug.gwictvb.com/
http://www.vsvug.gwictvb.com/
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2024 Pig 
Butchering
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How It Works & What You Can Do

https://www.youtube.com/watch?v=DS1ge8-31IY
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ON THE DEFENSE SIDE
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2020
• Use strong, unique passwords
• Be careful who you interact with online
• Be careful using public Wi-Fi (VPNs)
• Use browser’s privacy settings and SSL
• Monitor credit reports
• Vet third-parties (read the fine print)
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2024

• Consider a credential storage service to help 
manage all those passwords

• MFA (multi-factor authentication)
• ‘Safe word’ to avoid deep fakes
• Use reasonable discretion online
• Stronger media literacy skills
• Data backups
• Reverse engineer images in Google Search
• Mindful browsing
• Install updates and upgrade your OS



(C) 2024 ALL RIGHTS RESERVED

AN INTERESTING TACTIC
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“Users negligently recycled and failed to update 
their passwords following these past security 
incidents, which are unrelated to 23andMe. … 
 
“Therefore, the incident was not a result of 
23andMe’s alleged failure to maintain 
reasonable security measures.” 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AS AN INVESTOR, YOU SHOULD  
- USE STRONG, UNIQUE PASSWORDS FOR ONLINE ACCOUNTS 
- ENABLE AT LEAST TWO-FACTOR AUTHENTICATION (MFA) 
- REGULARLY UPDATE SOFTWARE (ESPECIALLY SECURITY) 
- BEWARE OF PHISHING AND OTHER SCAMS 
- AVOID PUBLIC WI-FI FOR FINANCIAL TRANSACTIONS 
- MONITOR ACCOUNTS FOR SUSPICIOUS ACTIVITY 
- CONSIDER A VPN FOR ADDED SECURITY 
- CONDUCT DUE DILIGENCE ON INVESTMENT PLATFORMS
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THANK YOU


