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“Data is the new gold.”



Why you?
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“One account on Facebook offers the opportunity to trade 

or learn about exploits and advertises on Twitter to attract 

buyers. We also found evidence of botnet hires on 

YouTube, Facebook, Instagram and Twitter, with prices 

ranging from $10 a month for a full-service package with 

tutorials and tech support to $25 for a no-frills lifetime 

subscription – cheaper than Amazon Prime.”

2019 Bromium research report
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Health Insurance Portability and Accountability Act

Sarbanes Oxley

Gramm-Leach-Bliley Act
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The EU General Data Protection Regulation

The California Consumer Privacy Act



Coming to an inbox near you
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‘Crisis’ communications
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Since the global pandemic, cybersecurity vendors 

are seeing:

• Malware masquerading as legit-looking news 

reports on the novel coronavirus spread.

• Phishing emails offering much desired COVID-

19-related supplies at a discount (masks, 

medical supplies, paper goods).

• Fraudulent virtual exchanges between “bosses” 

and “coworkers” asking for sensitive files.

• “Zoombombing” 



Insider threat
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Third-party risks
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Target: An HVAC contractor 

Capital One: A cloud service employee

Equifax: An imposter client



This is how easy it still is
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What to do
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Use strong, unique passwords

• Mix of numbers, letters and characters at 

least 8 characters long

• A personal word or phrase you can 

remember that’s unique to you

EX: S0l@n@B3@ch

• Multi-factor authentication

• Never reset passwords over public Wi-Fi

• Never share passwords with friends

• Consider a password manager 
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Be very, very careful using ‘Free Wi-Fi’

• More than one way to hack (sniff sniff, 

looky-loos)

• If you use a wireless router, protect it with 

your own password

• Turn off auto-roam for strongest Wi-Fi 

signal on your phone, laptop or tablet

• Use a VPN (virtual private network)



What to do
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Practice good cyber hygiene 

and ‘social distancing’

• Install anti-malware software on all mobile 

and desktop devices—and update it 

frequently

• Install legitimate software updates, 

especially if they say they seal security 

holes. Avoid outdated software and 

operating systems no longer supported by 

a vendor.
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Practice good cyber hygiene

and ‘social distancing’

• Don’t click on a link without vetting it, even 

if it appears from a friend or other trusted 

source.

• Remove suspicious online comments in 

your feeds 

• Stop trying to be everyone’s friend

• Beware of spoofs
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• Tell us about your vacation--after you 

return.

• Don’t download pictures without knowing 

their true source.

• Never send sensitive account information 

over email. Call and speak with a live 

operator—and test them if something 

seems “off.”

• Think thrice before giving your full Social 

Security number on forms. Trust, but verify. 

And everyone has a substitute number to 

use instead.



What else?
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Watch what you say, even at home

• If you have a virtual personal assistant like 

Google Home or Alexa, they are always 

“on” and listening unless you physically 

unplug them.

• Never, ever talk about sensitive information 

in their presence.

• Be aware that any smart device (coffee 

maker, refrigerator, Ring doorbell, etc.) can 

be hijacked to launch an attack or to attack 

YOU.



What else?
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Use those privacy settings and SSL

Only purchase from sites that begin with 

https:// (lock symbol)

Check yourself

Periodically check the website

https://haveibeenpwned.com to see if you’re 

personal data is out there due to someone 

else’s negligence.

https://haveibeenpwned.com/


What else?
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Most secure web browsers

Trinity College in Dublin most recently 

researched and ranked the most popular web 

browsers from best to worst in terms of 

sending data that could track users over time. 

Brave

Chrome

Firefox

Safari

Microsoft Edge

Yandex



And…?
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Monitor your credit reports

Every U.S. consumer is entitled to check their 

own credit reports with the three major 

agencies (TransUnion, Experian and Equifax) 

for FREE once every 12 months.

You must use this FTC-approved website:

annualcreditreport.com

From 2020-2026, you can access a free report 

from Equifax SIX times throughout the year. 

Plus the two freebies from Experian and 

TransUnion.

http://www.annualcreditreport.com/


Let’s review those tips again
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• Use strong, unique passwords that are 

never shared and are securely stored.

• If you must use public Wi-Fi, scramble your 

data in transit using encryption (such as a 

VPN).

• Be careful who you interact with online and 

what you share and when.

• Use privacy settings for social accounts; 

anti-malware on ALL devices.

• Regularly monitor for suspicious activity.

• Remember: Alexa can’t help it; she’s 

programmed to snitch.



OK, your turn.
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